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EVOLUTION 

5G takes cybersecurity to a new level. With anti-tracking and spooöng features, criminals will önd it 

difficult to manipulate connections associated with individual devices. With network slicing, the system 

gets sliced into various slices with each slice affording custom protections for speciöc devices and 

conögurations. Beyond this, operators will have to deal with many other speciöc issues that stem from the 

use of legacy technologies,     

Hackers and attackers are getting bolder and more persistent. Telecom companies are frequently at 

the receiving end as they own and operate critical infrastructure and are providing connectivity to 

agencies that manage critical infrastructure in entirety or parts of it. They also operate infrastructure used 

to communicate and store sensitive data belonging to customers, small and large businesses, and 

governments.

5G’s stronger network encryption and user veriöcation represent a signiöcant leap from that offered 

by 4G. With download speeds hitting 10X faster than everything we are seeing today with 4G, the 

opportunities in öelds like Industrial IoT and autonomous vehicles are immense. These speeds will enable 

the widespread adoption of industrial IoT, employee safety and, streamlining of workøows, and 

development of advanced features. 

MARKET POTENTIAL

At the core of 5G lies network slicing which is the capability to amend a set of functions to improve 

network utilization for each use case. At the business end, slicing combines all network resources, assets, 

functions, and other aspects needed to cater to a speciöc bouquet of services or devices or business case. 

Network slicing helps operators customize their network resources and release them to enterprises who 

control them (B2B) or the operators release them to an intermediary like an MVNO who engages with an 

end-user (B2B2C).

5G speeds will range from ~50 Mbit/s to over 2 Gbit/s at the start. The fastest 5G, known as 

mmWave, delivers speeds of up to and over 2 Gbit/s. 5G also claims to boost spectral efficiency and 

improved connection density. For use cases where the demand is for extremely low latency, the latency 

could be as low as 1 millisecond. This opens a whole new world of use cases. 



5G SECURITY CHALLENGES 

The switch to 5G presents users and vendors many opportunities to enhance security and deploy a 

better user experience. But it could also result in the emergence of new challenges surrounding supply 

chains, deployment, and, network security. Reliance on untrusted entities, integration with existing 

networks, design issues, vulnerabilities from previous generations are all sources of vulnerabilities that 

have been identiöed. Mass adoption will expose other vulnerabilities.

On the other side of the spectrum, 5G will bring ICT constituents and data management to the 

edge. This is a signiöcant development that will lead to enhanced security due to device management, 

authentication functions, edge computing power, network slicing, and localized detection and response 

to threats. This will add another layer of protection for the core networks while increasing network 

management capabilities and computing power.     

Most security researchers agree that 5G poses an elevated security threat mainly because there are 

more vectors available for adversarial entities to use for an attack. 5G will be deployed extensively to 

enable connected devices to function at large scales. Also, because of the complex use cases that come 

to the fore, such as connected cars, Industry 4.0 or IIoT, industry-speciöc requirements will arise.



UNDERSTANDING THE ISSUES WITHIN EACH CATEGORY 

UNDERSTANDING THE ISSUES WITHIN EACH CATEGORY 

The explosion in new use cases alone is enough to increase the risks associated with 5G. However, if 

increased emphasis is paid to understanding these and other risks and in addressing them, 5G adoption 

will be a much smoother and faster affair. The inherent complexity in securing 5G itself is a big factor that 

limits our ability to understand these risks and this factor presents a signiöcant barrier to cross.

As with every other new technology, the 5G security risks can be divided into known knowns, 

known unknowns, and unknown unknowns.



In addition to these, there are also security challenges that arise from network slicing. Since each 

slice caters to different types of services across verticals and use cases, each comes with a different level 

of security and privacy policies. Thus, the security and privacy protocols evolved to meet the needs of 

each slice will have an impact not just on that slice but also on other slices and the network system as a 

whole (while being focused on that slice).

While keeping the above in mind, imagine a network slicing implemented in multi-domain 

infrastructures. The complexity that arises from this implementation will be inherently daunting. To 

address this challenge, security policies and efficient coordination mechanisms spanning various 

administrative domain infrastructures in 5G systems must be designed and developed. This requirement 

should not be left to the forces of evolution to materialize. Instead, a concerted effort must be made in 

every implementation. 

RISK CATEGORIES AND SCENARIOS 



STRATEGIES TO SECURE 5G 

in addition to regular patching, use test environments to understand threats 

and vulnerabilities, and analyze patches and updates; avoid outdated örmware, 

hardware, and operating systems. Run formal vulnerability and patch 

management programs.  

at every level, anomalous activity should be detected, contained, and 

mitigated. Lateral movement of malware should be prevented completely. 

traffic should be studied and analyzed to develop models and predictions 

to isolate instances of malicious communication attempts from within or 

outside the networks\slices.

device proöles and architectures should be signatories in detail to prevent 

rogue devices from accessing networks or slices.  

create infrastructure decoys that attract attacks while the actual 

infrastructure is protected.

Address policy violations immediately without delay. Devices that violate policies should be isolated 

and denied access at the earliest.

Deploy security by design at all levels 

TALK TO SUBEX

Subex is securing 5G across multiple sites globally. Our approach to 5G security covers solutions to 

counter inherent and evolving threat paradigms in addition to malware. Our 5G security use cases span 

protection from:
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